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#TJIntroduction#The HASH ALGORITHM ToolkitTM 
This manual is divided into the following Chapters:



#LJLicensing#Warranty, Licensing and Copyright Information


#LJIntroRisk#Chapter 1 - Introduction
· #LJInstallation#Chapter 2 – Hashing a File… Examples

· #LJInstallation#Chapter 3 – The Hash Calculator



#LJExamplechklst#Customer Support
#TJLicensing#Important Warranty, Licensing and Copyright Information
LIMITED WARRANTY
This product is copyright Aaben Kryptographi Ltd, 2001. All rights are reserved. The copyright notices may not be removed or altered.

Neither Aaben Kryptographi Ltd nor BinaryNine Ltd shall be liable at any time for special, incidental or consequential damages, including, but not limited to, any interruption of services or loss of business or anticipatory profits resulting from the purchase, use, or operation of this product and arising from breach of warranty, breach of contract, negligence, or any other legal theory.  In no event shall Aaben Kryptographi Ltd or BinaryNine Ltd be liable for any direct, indirect, special, consequential incidental or other damages.

This software is provided solely on an 'as is' basis. There are no warranties, express or implied, including, but not limited to, any implied warranties of merchantability or fitness for any particular purpose. NEITHER AABEN KRYPTOGRAFI Ltd NOR BINARYNINE LTD make ANY representation or warranty of any kind, either express or implied, as to the fitness or suitability of this product for any particular purpose. Any statements concerning the capabilities, utility, quality or results of use of this product are not construed as express or implied warranties thereof.

SOFTWARE LICENSE AGREEMENT 
This software and the related materials are copyrighted. A portion of the price you have paid for this product is consideration in payment of the Software Licence fees. This Licence gives you certain limited rights to use the Software, in conjunction with the Hardware, Software Copies, and Related Materials. You do not become the owner and Aaben Kryptographi Ltd. retains title to all the Software, Software Copies and Related Materials. In addition, you agree to use reasonable efforts to protect the Software from unauthorised use, reproduction, distribution, or publication. All rights not specifically granted in this license are reserved by Aaben Kryptographi Ltd.

Permitted Uses - You may:


·
Install the software onto a workstation or computer in accordance with the Software License supplied.


·
Load into memory and use the Software on the workstation or computer in which the Software has been installed.


·
Install the Software onto a permanent storage device (hard disk drive).


·
Make and maintain backup copies of the Software provided they are only used for back-up purposes and you keep possession of the back-ups.


·
Imbed the DLLs into your own distributable applications.

Uses Not Permitted - You may not:


·
Make copies of the software other than specified above.


·
Make copies of the related materials (manuals, etc.).


·
Distribute copies of the Software or Related Materials to others, unless specifically agreed with the vendor.


·
Rent, lease, sub-license, time-share, lend or transfer the Software or Related Materials or your rights under this license without prior written authorisation.


·
Alter, decompile, disassemble, modify, adapt, or reverse-engineer the Software. Remove or obscure. copyright and trademark notices.

This agreement will be governed by UK law.

#TJIntroRisk#CHAPTER 1 - INTRODUCTION
#TJFundamentals#1.1 Introduction to The Hash Algorithm Toolkit
The Hash Algorithm Toolkit is shipped as a self-executable zip file. When you have unzipped, a number of files are available for use and integration into your Windows based applications.

The APIs (Application Program Interfaces) in the toolkit allow you to hash data using the MD5 and SHA-1 algorithms, and also their keyed variants HMAC-MD5 and HMAC-SHA1.  Three DLLs are provided, namely:

· MD5_DLL.DLL

Provides MD5 and HMAC-MD5

· SHA1_DLL.DLL

Provides SHA1 and HMAC-SHA1

· HASH_DLL.DLL

Provides all four algorithms

Corresponding to these are the three libraries: 

· MD5_DLL.LIB



· SHA1_DLL.LIB



· HASH_DLL.LIB


These must be specified when you build your application.

A header file HSH_DLL.H must be included in your program.  This defines the parameters required by the APIs.

The procedures are members of the class cAK_HSH, and you must declare an instance of this before you use the APIs.  Here is a typical declaration:

cAK_HSH
HASH;

#TJFundamentals#1.2 API Calls – The General Form
The general form of the API calls is as follows:

Return_code = HASH_API( Data_Length, Segment, [Key_Length, Key,]

Data, Digest, Work_Area);

Key_Length and Key are only present for the HMAC versions of MD5 and SHA1.

Segment is 0 if only a single block of data is to be hashed.  If the data consists of several blocks (which is likely when a large amount of data is hashed) Segment is 1 for the first block, 3 for the last block, and 2 for any intermediate blocks. 

Data_Length, Segment and Key_Length are all unsigned integers.  The other parameters are all arrays of unsigned characters.  The Digest must be at least 16 bytes for MD5 and 20 bytes for SHA1.  The work area must be 96 bytes long.

The following chapter gives examples of how to use the APIs.
#TJIntroRisk#CHAPTER 2 - EXAMPLES
#TJFundamentals#2.1 Hashing a File Using MD5
This example shows how to create an MD5 hash of a file, reading in a maximum of 2048 bytes at a time.  For convenience, the first and last blocks in the process of of length zero bytes.

#include <stdio.h>

#include "hsh_dll.h"

// Defines the hash APIs

int
main()

{

FILE


*dv;

unsigned char
Digest[16],Block[2048],Work[96];

int


LengthRead,rc,i;

cAK_HSH

HASH;

// Set an instance of the HASH class


dv = fopen("c:\\testfile.dat","rb");


if (dv == 0)


{



printf("\nFailed to open file");



return(0);


}


// Start off the hash with zero bytes of data


rc = HASH.MD5(0,1,Block,Digest,Work);


if (rc != 0)


{



printf("\nFailed to initialise hash");



return(0);


}


LengthRead = 1;
// Any non-zero value to start off


while (LengthRead)


{



LengthRead = fread(Block,1,2048,dv);



// Update hash with however many bytes read from file



rc = HASH.MD5(LengthRead,2,Block,Digest,Work);



if (rc != 0)



{




printf("\nFailed to hash intermediate block");




return(0);



}


}


// All of the file is now hashed so finish off with zero bytes


rc = HASH.MD5(0,3,Block,Digest,Work);


if (rc != 0)


{



printf("\nFailed to hash final block");



return(0);


}


fclose(dv);


// Now print out the hash of the file


printf("\nMD5 Digest of file = ");


for (i = 0; i < 16; i++) printf("%02X",Digest[i]);


printf("\n\n");


return(0);

}

To make a SHA1 hash of the file just use HASH.SHA1 and remember that the Digest must be 20 bytes instead of 16.

#TJFundamentals#2.2 Hashing a File Using HMAC-SHA1
This example is almost the same as the previous one except that the keyed variant of SHA1 is used.   The DLL used was HASH_DLL.DLL.

#include <stdio.h>

#include <string.h>

#include "hsh_dll.h"

// Defines the hash APIs

int
main()

{

FILE


*dv;

unsigned char
Digest[20],Block[2048],Work[96];

unsigned char
Key[] = "This is my key";

int


LengthRead,rc,i,KeyLength;

cAK_HSH

HASH;

// Set an instance of the HASH class


KeyLength = strlen((char *) Key);


dv = fopen("c:\\testfile.dat","rb");


if (dv == 0)


{



printf("\nFailed to open file");



return(0);


}


// Start off the hash with zero bytes of data


rc = HASH.HMAC_SHA1(0,1,KeyLength,Key,Block,Digest,Work);


if (rc != 0)


{



printf("\nFailed to initialise hash");



return(0);


}


LengthRead = 1;


while (LengthRead)


{



LengthRead = fread(Block,1,2048,dv);



// Update hash with however many bytes read from file



rc = HASH.HMAC_SHA1(LengthRead,2,KeyLength,Key,




                Block,Digest,Work);



if (rc != 0)



{




printf("\nFailed to hash intermediate block");




return(0);



}


}


// All of the file is now hashed so finish off with zero bytes


rc = HASH.HMAC_SHA1(0,3,KeyLength,Key,Block,Digest,Work);


if (rc != 0)


{



printf("\nFailed to hash final block");



return(0);


}


fclose(dv);


// Now print out the hash of the file


printf("\nHMAC_SHA1 Digest of file = ");


for (i = 0; i < 20; i++) printf("%02X",Digest[i]);


printf("\n\n");


return(0);

}

#TJIntroRisk#CHAPTER 3 – THE HASH CALCULATOR
#TJFundamentals#1.1 Introduction to The Hash Calculator
The Hash Calculator is a useful resource for the instant production of message digests (fingerprints) using MD5 and SHA-1. The keyed variant (HMAC) is also offered for each algorithm. Note that MD5 produces a 16-byte hash (128 bits) and SHA-1 produces a 20-byte hash (160 bits).

The Calculator can be installed and executed via the setup routine, or executed directly. Its file name is  HashCalc.exe.  In the latter case, it should also reside in the same folder as HashCalc.hlp, if help facilities are required.

The layout of The Hash Calculator is as follows:


You may enter the data to be hashed either in character form or hexadecimal.  Similarly, if you are using HMAC, the key can be entered either in character or hexadecimal.

If you wish you can calculate a hash for an entire file.  Select the “Input File” option and key in the name of the file in the text input field.  If you wish you can select the button to the right of the text input field and browse for the file you require.

You can either hash your data all in one operation, or you can split it into a number of segments.  If you choose to hash your data in several chunks, then you need to specify the Start segment, the Last segment and possibly a number of Middle segments.

For example, to hash Aaben Kryptografi Limited you could do it in several ways, all of which will give the same final result:

Segment 0: Aaben Kryptografi Limited

Segment 1: Aaben Kryptogra
Segment 3: fi Limited

Segment 1: Aab
Segment 2: en Kryp
Segment 2: tograf
Segment 3: i Limited


If you are hashing a file, then the segment specification is updated as the hashing proceeds.  However this is so fast that you are unlikely to notice it until the Last segment is processed.

Finally, note also the bottom left hand corner of The Hash Calculator window when you have perfomed the hashing operation…. It will give a suggested call format for use with the underlying toolkit DLLs! 

#TJCustSupp#
CUSTOMER SUPPORT
For customer support please contact:


Aaben Kryptografi Ltd.


2 Deans Row


Knutsford Road


Cranage, Cheshire


CW4 8ES

UK

#TJComments#Comments
Any comments regarding the content of this manual will be gratefully received.
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